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NOTICE CALLING FOR PROPOSALS
AGENCY: Education Technology JPA
PROPOSAL DEADLINE: July 29, 2019 at 2:00 pm

PLACE OF RECEIPT: Education Technology JPA
%: Irvine Unified School District
Purchasing Department
Attn: Michelle Bennett
5050 Barranca Parkway
Irvine, California 92604-4652

NOTICE IS HEREBY GIVEN that the Education Technology JPA, acting by and through its
Governing Board, hereinafter referred to as "Ed Tech JPA" will receive up to, but no later than,
the above stated Proposal Submission Deadline, sealed Proposals at the place identified above
for its upcoming RFP No. 19/20-01 Mobile Device Management.

Request for Proposal documents can be downloaded at:
https://edtechjpa.iusd.org/procurement/open-procurements .

Time is of the essence. The Ed Tech JPA reserves the right to reject any and all submissions, to
negotiate with any or all responsible Proposers, and to waive any deficiencies, irregularities or
informalities in any proposal or during the evaluation process. The award of a Master
Contract(s), if made by the Ed Tech JPA, will be by action of the Governing Board.

Pre-Proposal Vendor Conference: The Ed Tech JPA will conduct a non-mandatory pre-proposal
vendor conference on June 27, 2019 at 3:30pm pacific time at Irvine Unified School District
Learning Center, 5050 Barranca Parkway, Board Room, Irvine, CA 92604. Vendors who wish
to attend this meeting should RSVP to Michelle Bennett at MichelleBennett@iusd.org.

Any questions regarding the Request for Proposals shall be directed to Michelle Bennett at

MichelleBennett@iusd.org, via e-mail only by 2:00 pm on July 15, 2019. All responses will be
posted on the Ed Tech JPA's website.

Education Technology JPA
Governing Board

Publish: OC Register June 17 & 24, 2019
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1.0 Background and Overview

1.1 Overview

The Ed Tech JPA, a California Joint Powers Authority (Ed Tech JPA), invites qualified,
experienced vendors (Vendors) to submit responsive proposals (Responses, Proposals, or
Proposal Forms) in compliance with the specifications contained in this Request for Proposals
(RFP). This RFP is for Mobile Device Management platforms, although ancillary services may
be included in the provision of these items. Installation services may be requested via this RFP.
Selection for award(s), if any, will go to the Vendor(s) who submit Responses that Ed Tech JPA
determines to be most advantageous to Ed Tech JPA and the entities it represents. Products
offered by the Vendor(s) selected for the award of a Master Agreement will be available
for purchase by all California public agencies.

In addition to reviewing proposals for Ed Tech JPA, the initiating agency, Fullerton School
District, has an immediate need for the product. The initiating district will review proposals to
determine a Vendor best suited to provide the product for its own needs and anticipates
entering into a Purchase Agreement for the product following execution of the Master
Agreement awarded pursuant to this RFP.

1.2 Joint Powers Authorities

Pursuant to the California Joint Exercise of Powers Act, a JPA may be created in California
when two or more local government entities enter into an agreement to exercise jointly any
power common to the contracting parties. JPAs are frequently used to aggregate expertise and
purchasing power for procurement, as in the case of insurance or utilities services. JPAs can be
given any of the powers inherent in the participating members, as specified in a joint powers
agreement.

1.3 Ed Tech JPA

Ed Tech JPA is a JPA duly formed and existing under the California Joint Exercise of Powers
Act. Ed Tech JPA was formed to aggregate purchasing power and expertise for public agency
members across the state of California. This RFP is issued on behalf of Ed Tech JPA’s
membership. A list of current Ed Tech JPA members is available on the JPA’s website:
https://edtechjpa.iusd.org/procurement/open-procurements .

1.4 Requested Services

This solicitation is intended to provide a mechanism for Ed Tech JPA members to procure new
or upgraded software and services to support mobile device management. Ed Tech JPA
members seek state-of-the-art mobile device management platforms (hereinafter referred to as
“Product”) to meet the needs of varied facilities and programs, in a variety of environments. Ed
Tech JPA is soliciting qualified service vendors, (hereinafter referred to as “Vendor”,
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“Contractor” or “Provider”) for a variety of solutions to meet its membership needs. Vendor shall
submit a proposal for the purchase, implementation and ongoing services for a mobile device
management platform.

1.5 Eligible Entities and Participants

The pricing, terms, and conditions of any award pursuant to this RFP will be made available to
current Ed Tech JPA members and to other “Eligible Entities” who elect to join the Ed Tech JPA.
For purposes of this RFP, Eligible Entities are: (a) all California public school districts, county
offices of education, and community college districts, and (b) any other public agency in the
United States whose procurement rules, whether internal rules or rules enacted pursuant to
statute, allow them to purchase goods or services through a procurement vehicle such as Ed
Tech JPA.

For purposes of this RFP, a “Participant” or “Participating Associate Member” is an Eligible
Entity who chooses to purchase items through this RFP. Eligible Entities must first become
Associate Members of the JPA by entering into an Associate Member Agreement, and
thereafter may elect to become Participants of a Master Agreement by purchasing through Ed
Tech JPA’s website. Founding Members of Ed Tech JPA may be a Participant without entering
into an Associate Member Agreement.

Notwithstanding the purchase anticipated by the initiating district stated above, an award issued
pursuant to this RFP does not represent an obligation by Ed Tech JPA, or by any Eligible Entity,
to purchase items. Although a Master Agreement awarded under this RFP does not guarantee
a particular level of sales as a result of that Master Agreement, Ed Tech JPA’s mission to meet
the procurement needs of our program participants indicates that a Vendor who is committed to
this program will achieve success in its sales efforts. We estimate a minimum of five
participating schools districts with a combined enroliment of 110,000 students.

1.6 Master Agreement

Pursuant to Public Contracts Code 20118.2 and Government Code 6500 and 6502, Ed Tech
JPA (on behalf of membership) is issuing this RFP for the Product. Ed Tech JPA will evaluate
proposals and all vendors that meet minimum criteria/score will enter into a Master Agreement
with Ed Tech JPA, setting forth the general terms for purchase of the Product. A sample Master
Agreement is attached in Appendix A.

After a Master Agreement has been established, the Vendor’s proposed product and services
will be listed on the Ed Tech JPA website. Ed Tech JPA will also include procurement
instructions and contract documentation for Founding Members and Associate Members.
Details of the procurement process and administrative fee payment will be reviewed with
Vendor finalists prior to award. All participating Vendors must work with Ed Tech JPA to
establish an order fulfillment process compatible with all legal and regulatory requirements, Ed
Tech JPA member needs, and Vendor’s practices.
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Each Participant is responsible for (a) completing their own due diligence regarding the
suitability of Vendor, including using price as a significant factor, (b) prior to executing a
Purchase Agreement, Associate Members/Founding Members will work with Vendor to establish
an Implementation Plan with the Participating Associate Member, as further described in
Section 2.2, and (c) an Associate Member/Founding Member is not bound to a purchase until it
has obtained approval from its Board and executed the Purchase Agreement with the Vendor
for the Product.

Prior to executing a Purchase Agreement with a Participating Associate Member, Vendor will
establish an implementation timeline and implementation plan specific to the Participating
Associate Member’'s needs, as further described in Section 2. An Associate Member/Founding
Member is not bound to a purchase until it has obtained approval from its Board and executed a
Purchase Agreement with the Vendor for the product.

Vendors must remit a copy of all Purchase Agreements, including renewals and amendments,
to Ed Tech JPA within 30 days of executing the Purchase Agreement. Vendors must also
report to Ed Tech JPA any sales of products included in the Master Agreement to Associate
Member Agencies, regardless of whether those agencies used the Ed Tech JPA Master
Agreement, excluding renewals of pre-existing contracts. Vendors participating in this RFP
agree to a standing audit by the Ed Tech JPA for all products included in the Master Agreement.

1.7 Period of Performance

The term of the Master Agreement resulting from this RFP shall be three (3) years. The Master
Agreement may be extended for up to two additional one (1) year terms beyond the original
term, for a total of up to five (5) years. The Purchase Agreement entered into by the
Participating Associate Member and Vendor shall be subject to a maximum contract length of 5
years, or may be shorter, as the parties elect.

The parties understand that Participants ordering Products pursuant to the Master Agreement
may extend for multiple years after the Term of the Master Agreement. The expiration or
termination of the Master Agreement shall not affect Vendor's obligation to deliver Products
ordered by Participants before the expiration of the Master Agreement.

1.8 Reservation of Rights

Ed Tech JPA reserves the right to award all, none, or select portions of this RFP to one or
multiple vendors. Ed Tech JPA reserves the right to negotiate terms and conditions of the RFP
as necessary, to reject any or all proposals, to increase quantities, and to waive any
irregularities or informalities in the RFP or in this process.

Ed Tech JPA reserves the right to modify the RFP documents, or any portion thereof, by the
issuance of written addenda posted on the Ed Tech JPA website. In the event Ed Tech JPA
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shall modify any portion of the RFP documents pursuant to the foregoing, the proposal
submitted by any Vendor shall be deemed to include any and all modifications reflected in any
addenda issued.

Ed Tech JPA reserves the right to conduct a background inquiry of the selected Vendor(s)
which may include collection of contractual and business associations and practices,
employment histories and reputation in the business community. By submitting a proposal,
Vendor consents to such an inquiry and agrees to make available such books and records
deemed necessary to conduct the inquiry.

Ed Tech JPA reserves the right to award multiple Master Agreements for each classification of
products listed in this RFP as deemed to be in the best interest of Ed Tech JPA and its
Associate Members and Founding Members and has determined that awards to more than one
supplier for comparable goods and services at various prices may best meet the needs of
Participants.

Ed Tech JPA shall have the right to negotiate any and all of the final terms and conditions of any
Master Agreement with Vendor and nothing in this RFP or any Response shall be deemed or
construed as a limitation of such rights.

This RFP is solely a solicitation for Proposals. Neither this RFP, nor any response to this RFP
shall be deemed or construed to: (i) create any contractual relationship between Ed Tech JPA
and any Vendor; (ii) create any obligation for Ed Tech JPA or its Members to enter into a
contract with any firm or other party; or (iii) serve as the basis for a claim for reimbursement for
costs associated with submittal of any Proposal.

PROVISIONS REQUIRED BY LAW: VENDOR acknowledges that it has conducted and
performed the required research to become aware and knowledgeable of all federal, state and
local laws/statutes that are referenced herein, may pertain to and/or govern the procurement
activities and transactions covered by this RFP. These provisions of law and any clause
required by law that is associated with and relates to this RFP and any resulting contract will be
read and enforced as though it were included herein.

1.9 Data Privacy Compliance

Vendors’ products and services must be fully compliant with all applicable requirements
including all state and federal laws. Vendors will be required to execute the most recent version
of California Student Data Privacy Agreement (CSDPA). A copy of the CSDPA is attached
hereto in Appendix E.

1.10 Indemnification
Vendor will indemnify, defend and hold harmless Ed Tech JPA, its agents, employees and
assigns, including independent contractors, and any Participant contracting with Vendor
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(Indemnified Parties) from any and all claims, demands, suits, proceedings, loss, cost and
damages of every kind and description, including any attorney’s fees and/or litigation expenses,
which might be brought or made against or incurred by Indemnified Parties on account of loss or
damage to any property or for injuries to or death of any person, caused by, arising out of, or
contributed to, in whole or in part, by reasons of any act, omission, professional error, fault,
mistake, or negligence of contractor, its employees, agents, representatives, or subcontractors,
their employees, agents, or representatives in connection with or incident to this RFP, or arising
out of worker's compensation claims, unemployment compensation claims, or unemployment
disability compensation claims of employees of the Vendor, and/or its subcontractors or claims
under similar such laws or obligations. Vendor’s obligation under this section will not extend to
any liability caused by the sole negligence of Indemnified Parties.

1.11 Special Note on Vendor Pricing
Pricing proposed on a sliding scale, “menu” format, or varying by tiers is highly recommended
and encouraged to provide Participants with purchasing options.

1.12 Ed Tech JPA Administrative Fee

Vendor agrees to pay Ed Tech JPA an administrative fee (the “Administrative Fee”) calculated
as four percent (4%) of the gross invoiced amount of any Purchase Agreement with Vendor
based on an award under the RFP, including any Additional Services, or agreement extensions
or renewals. Computations of the Administrative Fee shall exclude state, local, or federal taxes
levied on invoiced amounts.The Administrative Fee must be included when determining the
pricing offered. The Administrative Fee is not negotiable and shall not be added as a separate
line item on an invoice. The Administrative Fee is not refundable to Participants or Vendors
under any circumstances. In the event Ed Tech JPA’s operating costs increase, the
Administrative Fee is subject to increase to offset such increased costs. Vendor will be
permitted to adjust Product pricing in direct proportion to such increase, as further explained in
the Master Agreement.

1.13 Minimum Price Guarantee

To prevent underpricing and protect seller Margin, Vendor’s pricing shall be subject to a
Minimum Price Guarantee (MPG), whereby, Vendor shall agree not to sell directly, or through a
reseller, to Ed Tech JPA’s Eligible Entities (regardless of whether the Eligible Entity is an
Associate Member of the Ed Tech JPA), including all California public school districts, county
offices of education, and community college districts, and any other public agency in California
whose procurement rules, whether internal rules or rules enacted pursuant to statute, allow
them to purchase goods or services through a procurement vehicle such as Ed Tech JPA, the
Products(s) subject to the Master Agreement at a price lower than the price offered pursuant to
the RFP and the Master Agreement.

1.14 Usage Reporting Requirement
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Upon contract award pursuant to this RFP, all Vendors will be required to provide quarterly
usage reports to Ed Tech JPA or designee. The initiation and submission of the quarterly
reports are the responsibility of the Vendor. Vendor is responsible to collect and report all sales
data including resellers and partners sales associated with the Master Agreement. There will be
no prompting or notification provided by Ed Tech JPA. Quarterly reports must coincide with the
quarters in the fiscal year as outlined below:

Reporting Period Due Date
January 1 - March 31 April 30
April 1 - June 30 July 31
July 1 - September 30 October 31
October 1 - December 31 January 31

Vendors must identify the person responsible for providing the mandatory usage reports. This
contact information must be kept current during the Master Agreement period. Ed Tech JPA
must be notified if the contact information changes.

The purpose of the Master Agreement usage-reporting requirement is to aid in Master
Agreement management. The specific report content, scope, and formal requirements will be
provided to the awarded Vendors during Master Agreement execution. Failure to comply with
this requirement may result in Master Agreement cancellation.

2.0 Purchase Agreements, Payments & Order Fulfillment

2.1 Purchase Agreements

The Ed Tech JPA will facilitate Purchase Agreements for Participant orders through its website.
Upon contract award pursuant to this RFP, Vendors will work with Ed Tech JPA to prepare
Purchase Agreement templates for all products available through the Master Agreement. A
sample Purchase Agreement is included in Appendix A.

2.2 Ordering Process
It is Ed Tech JPA’s intent to make the procurement of products and services as easy as
possible. The following outlines the process by which Participants will employ Ed Tech JPA:

2.2.1 Ed Tech JPA will work with Vendors to establish a fulfilment process through the
Ed Tech JPA's website. Associate Members will browse products and initiate purchases
through the Ed Tech JPA's website.
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2.2.2 Each purchase initiated by an Associate Member shall generate an email to to the
Participating Associate Member which includes a 1) Purchase Agreement and 2) contact
information for a Vendor representative. Each Purchase Agreement shall include an
itemized list of what has been purchased.

2.2.3 The Participating Associate Member shall have the opportunity to work with Vendor
to determine the suitability of the product, and will provide Vendor with information
regarding the Participating Associate Member's existing software and hardware
environment, the number of student/employees anticipated to use the product and any
other information necessary to establish an implementation plan. To enable the
Participating Associate Member to make a timely determination as to suitability, within
fourteen (14) days of Participating Associate Member’s contact with Vendor, the selected
Vendor shall provide the Participating Associate Member with a project plan that details
the proposed implementation approach and timeline for the product (“Implementation
Plan”). The implementation plan shall, at minimum, include infrastructure and data
integration, testing, content creation, training and post-implementation support and
project evaluation.

2.2.4 If the Participating Associate Member elects to confirm the purchase, it shall
execute the Purchasing Agreement, issue a Purchase Order to Vendor, and submit
payment to Vendor in accordance with Participating Associate Member practices.

2.2.5 The Purchase Agreement must be approved by resolution of the Participating
Associate Member’'s governing board. Vendor shall provide a copy of the executed
Purchase Agreement to Ed Tech JPA.

2.2.6 Once an executed Purchase Agreement is processed, Participant will work directly
with Vendor for order fulfillment. Vendor will deliver products and services directly to the
Participant in accordance with the implementation plan.

2.3 Purchase Agreement Implementation Process

Vendors will be required to provide purchasers with the software immediately following
Purchase Agreement execution and issuance of a Purchase Order, or as soon as possible
thereafter. Participants will work directly with Vendors to receive the product.

2.3.1 Project Timeline
Vendor shall deliver the product to Participating Associate Member according to the
implementation plan identified by the parties pursuant to Section 2.2 above.

2.3.2 Site Access and Work Hours
If Vendor requires access to any school site, access to each site will be coordinated
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through the Participating Associate Member project representative a minimum of five (5)
work days in advance. Site access schedule and work plan must be submitted and
approved by Participating Associate Member prior to the Vendor arriving onsite.

2.3.3 DOJ Clearance

All Vendor personnel working on any Participating Associate Member site shall have
attained the proper Department of Justice (DOJ) clearance as required by applicable
laws and the Participating Associate Member policy. Vendor must comply with this
requirement and, upon request from Participating Associate Member, must demonstrate
this clearance for all personnel prior to being allowed onsite. Those who are not cleared
may not be allowed on the project.

2.3.4 Interpretation of Plans and Documents

The interpretation of the plans, specifications, forms, and all project documentation shall
be determined by Participating Associate Member. It is Vendor’s responsibility to verify
existing conditions and assumptions. Vendor must verify all such information prior to
executing a Purchase Agreement with Participating Associate Member and issuance of a
Purchase Order.

2.4. Subscription-based Licensing, Bundling, Additional Services

Purchases made pursuant to this RFP may include subscription-based licensing, product
bundling, and training, maintenance and other additional services (“Additional Services”) as
determined between the Vendor and Participating Associate Members. The cost of Additional
Services not reflected in the product purchase price found in Appendix C, Pricing Form, shall be
subject to the Administrative Fee assessed by Ed Tech JPA.

3.0 Instructions to Vendors

3.1 Proposal Contact and Correspondence

All correspondence related to the RFP must be directed to the following designated Ed Tech
JPA RFP contact:

Michelle Bennett, Purchasing Department
MichelleBennett@iusd.org

Irvine Unified School District

5050 Barranca Parkway

Irvine, CA 92604

There will be no verbal understandings recognized by the Ed Tech JPA.

10
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No Vendor should attempt to contact or obtain information regarding this RFP from any other Ed
Tech JPA representative.

All official records will be posted on the Ed Tech JPA website:
https://edtechjpa.iusd.org/procurement/open-procurements

or sent in writing by the official contact listed on the RFP or Amendments. It is the Vendor's
responsibility to monitor the website for changes, updates, revisions and /or uploaded
documents.

3.2 Proposal Deadline and Submission
Proposals must be received no later than 2:00 pm PST on July 29, 2019.

Vendor to submit:

(1) Master Bound Hardcopy Proposal in a binder that allows for easy removal of pages.
(3) Additional Bound Hardcopy Proposals in binders that allow for easy removal of pages.
(1) Electronic Proposal on CD or Flashdrive

Proposals shall be submitted in a sealed box/envelope and shall be clearly marked: “Response
to RFP 19/20-01: Mobile Device Management”

Proposals shall be submitted to:
Ed Tech JPA

% Irvine Unified School District
Purchasing Department

Attn: Michelle Bennett

5050 Barranca Parkway

Irvine, California 92604

3.3 Delivery to Ed Tech JPA

Written Proposals must be received at the Ed Tech JPA Office no later than the Proposal
Submission Deadline specified in the Calendar of Events. No telegraphic, facsimile, or emailed
Proposal will be accepted. The Ed Tech JPA assumes no responsibility for late delivery.

If discrepancies between two (2) or more copies of the Proposal are found, the Proposal may be
rejected. If, however, the Proposal is not rejected, the master copy will provide the basis for
resolving such discrepancies.

3.4 Withdrawal, Resubmission or Modification

A Vendor may withdraw the Proposal at any time prior to the Proposal Submission Deadline
specified in the Calendar of Events, by submitting a written request for its withdrawal to the
designated Ed Tech JPA RFP contact, signed by the Vendor or authorized agent. The Vendor
may thereafter submit a new or modified Proposal prior to the Proposal Submission Deadline.

11
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Modification offered in any other manner, oral or written, will not be considered. A Proposal
cannot be changed, corrected, or withdrawn after the Proposal Submission Deadline.

3.5 Calendar of Events

Event Details Date
Advertisements - RFP . June 17 & 24, 2019
. Orange County Register
Posting

5050 Barranca Parkway, | June 27,2019 3:30pm
Board Room
Irvine,CA 92604

Call In: 949-610-7036

Pre-Proposal Vendor
Conference (Non
Mandatory)

Last Day to Submit
Questions (RFIs)

MichelleBennett@iusd.org July 15, 2019 2:00pm

Response to Questions Ed Tech JPA Website July 22, 2019
Posted
Proposals Due 5050 Barranca Parkway July 29, 2019 2:00pm
P Irvine, CA 92604
Evaluation and Selection of August, 2019
Finalists
ED TECH JPA Board Action Anticipated August 29, 2019

All dates subject to change. Amendments to these dates, and other aspects of the RFP, will be
posted at https://edtechjpa.iusd.org/procurement/open-procurements .

3.6 Preparation

A Proposal should be prepared in such a way as to provide a straightforward description of
Vendor capabilities to satisfy the requirements of this RFP. Emphasis should be concentrated
on conformance to the RFP instructions, responsiveness to the RFP requirements, and
completeness and clarity of content.

The completed documents(s) should be without interlineations, alterations, or erasures. The
Proposal should present all information in a concise manner, neatly arranged, legible, and in
terms understandable for evaluation. All information requested is to be addressed directly and
completely. It is more desirable to give additional information than less when the answer could
be misinterpreted.

12
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Responses must follow Ed Tech JPA-prescribed format, including all required forms and
response templates. Vendors must include all documents and forms indicated in the Proposal
Submission Checklist provided in Appendix B. Write out all answers using the Proposal Form
template provided. Additional material may be submitted with the proposal as appendices. No
brochures or marketing materials will be considering when scoring Proposals. Cross-references
to the Proposal Form in additional materials will not be considered responsive. Any additional
descriptive material that is used in support of any information in your proposal must be clearly
identified.

The contents of Vendor’s proposal, including technical specifications for hardware and software
and software maintenance fees, shall remain valid for a minimum of one hundred and sixty
(160) days after the proposal due date. If selected, Vendor’'s Proposal pricing shall remain valid
for the duration of the contract term including the original contract and all extensions. If
Vendor's Proposal includes functionality from a different platform than the mobile device
management platform, the platform offering the functionality shall be clearly identified and all
additional costs must be outlined clearly and included in the Optional Costs section of the
Pricing Form in Appendix C. Costs not identified by the Vendor shall be borne by the Vendor
and will not alter the requirements identified in this solicitation.

The person signing verifies that he/she is authorized to submit the proposal and bind Vendor to
provide the products/services listed in the RFP, Proposal and any resulting Master Agreement
and Purchase Agreement(s).

3.7 False and Misleading Statements

A Proposal which contains false or misleading statements, or which provides references which
do not support an attribute or condition contended by Vendor, may be rejected if, in the opinion
of Ed Tech JPA, such information was intended to mislead Ed Tech JPA in its evaluation of the
Proposal, and the attribute, which is a condition or capability of a requirement of this RFP.

3.8 Request for Information (RFI)

Vendors are encouraged to ask questions during the open RFP period. All questions shall be in
writing and submitted to the listed Ed Tech JPA contact person. Questions must be received by
the deadline specified in the Calendar of Events. There shall be no verbal understandings or
clarifications recognized by the Ed Tech JPA. All responses shall be in writing by an authorized
Ed Tech JPA employee or their designated representative. Responses to all RFIs received will
be posted on the Ed Tech JPA Website. It is Vendor's responsibility to monitor the Ed Tech
JPA website for RFI Responses, RFP Amendments, changes, updates, revisions and/or
uploaded documents.

3.9 Amendments to the RFP

During the RFP period, the Ed Tech JPA may amend the RFP. Amendments to the RFP and/or
calendar of events will be posted at

13
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https://https://iusd.org/education-technology-joint-powers-authority.

3.10 Limits of the RFP

Ed Tech JPA reserves the right to reject all proposals and will determine what future action, if
any, will be taken. All costs incurred in the preparation or submission of a proposal shall be
entirely the responsibility of the Vendor and shall not be chargeable directly or indirectly to the
Ed Tech JPA, its Founding or Associate Members, or Eligible Entities.

3.11 Public Records Act

All records, documents, drawings, plans, specifications and other materials submitted by Vendor
in its proposal, during the procurement process, and during the course of any work awarded
shall become the exclusive property of Ed Tech JPA and may be deemed public records and
subject to the provisions of the California Public Records Act (Government Code, sections 6250
et seq.). Ed Tech JPA’s use and disclosure of its records are governed by this Act. Ed Tech JPA
will accept information clearly labeled “TRADE SECRET,” “CONFIDENTIAL,” or
‘PROPRIETARY” as determined by the submitting party in accordance with the Act. Ed Tech
JPA will endeavor to inform Vendor of any request for the disclosure of such information. Under
no circumstances, however, will Ed Tech JPA be responsible or liable to Vendor or any other
party for the disclosure of any such labeled information. Vendors that indiscriminately identify all
or most of their proposal as exempt from disclosure without justification may, at Ed Tech JPA’s
discretion, be deemed non-responsive; and such information shall be deemed public records.
Ed Tech JPA will not advise as to the nature or content of documents entitled to protection from
disclosure under the California Public Records Act, including interpretations of the Act or the
definitions of “Trade Secret,” “Confidential” or “Proprietary.” If litigation is brought under the
Public Records Act concerning documents submitted in response to this RFP, the appropriate
Vendor shall indemnify, defend and hold harmless Ed Tech JPA in such litigation. Ed Tech JPA
reserves the right to withhold information for review by competitors until after it has completed
its evaluation. Information marked as “Trade Secret,” “Confidential” or “Proprietary” will be
available to Ed Tech JPA Members through a member’s-only webpage unless Vendor indicates
that such information should not be available to Ed Tech JPA Members who are considering
purchasing Product.

4.0 Evaluation and Award

4.1 General Information

Award will be made to the Vendor(s) offering an advantageous proposal for mobile device
management platform and related services. Ed Tech JPA shall not be obligated to accept the
lowest priced proposal(s), but will make an award(s) in the best interest of the Associate
Members and Founding Members after all factors have been evaluated. Ed Tech JPA may
make awards to multiple vendors. All proposals received in response to this RFP will receive a
fair and impartial evaluation by the Ed Tech JPA. In conducting this evaluation, Ed Tech JPA
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and Associate Members may obtain and use information, in addition to that contained in the
proposals, from any source desired. Customers on each Vendor's reference list may be
contacted, as may other customers selected by the Ed Tech JPA and listed by Vendor as a
reference.

Ed Tech JPA shall make its evaluation in its sole discretion and its decision to award a Master
Agreement(s) shall be final. Thereafter, Founding Members and Associate Members electing to
purchase pursuant to an awarded Master Agreement shall use their discretion in evaluating and
selecting a product. The Public Contracts Code section 20118.2 shall guide both the Ed Tech
JPA’s evaluation of proposals and Master Agreement negotiations, as well as Eligible Entities’
selection of vendor, and Purchase Agreement negotiations associated with this Request for
Proposals.

4.2 Requirements

Vendors must meet all of the essential requirements defined in this RFP, including compliance
with performance, licensing requirements, ability to deliver specified services, conformance to
the terms and conditions of this RFP, meeting mandatory system requirements, performance
expectations, contract requirements and general terms. Vendors that do not meet the minimum
requirements may be disqualified. All essential requirements shall be denoted with two
asterisks (**).

4.2.1 Permits and Licenses

Vendor and all of the Vendor's employees or agents shall secure and maintain in force
such licenses and permits as are required by law, in connection with the furnishing of
materials, articles, or services listed herein. All operations and materials shall be in
accordance with all applicable Federal, State, County and City requirements.

4.2.2 Delivery and Installation Requirements

All items shall be F.O.B. Destination to delivery locations specified in the Site Delivery
List. Delivery charges, fuel surcharges or any additional costs associated with delivery
will not be accepted or paid by Ed Tech JPA or Participating Associate Members. Actual
delivery of products shall be coordinated with Participating Associate Member. Pallets
and boxes must be broken down and disposed of by Vendor.

4.2.3 Fingerprinting

If applicable, all contractors, including subcontractors shall be required to comply with
the provisions of Education Code 45125.1 and 45125.2 and Participating Associate
Member Board policies to ensure that no contractor employees or employees of
subcontractors who may come in contact with Participating Associate Member pupils in
the performance of their duties have been convicted of a violent or serious felony as
defined in the California Penal Code Section 677.5(c) and 1192.7(c). During the term of
the Agreement, the contractor, including subcontractors, shall comply with the provisions
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Annual Recurring Costs: Expand the following tables as required to provide pricing for the
proposed system to meet the requirements specified in this RFP. Include Software Upgrade
Costs and Maintenance Support and Assurance. Explain any escalation or price change for each
year if pricing for each year is not identical. Provide the hourly rate for services not covered by
warranty or service contracts. If pricing is different based on quantity of licenses purchased, or
any other factor(s), please provide pricing for Tier 1 and Tier 2, along with specifications to qualify
for each Tier. If inadequate specifications are made Participating Associate Members may select
which Tier they belong in, to the best of their knowledge.
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Tier 1 Annual Recurring Costs

Specify number of licences and any additional requirements
to qualify for Tier 1 Pricing:

Item

Examples of Included Items

Unit Cost
(Indicate Flat
Cost or Per
Student,
Staff, User,
etc.)

Estimated
Total Cost
(Years 1-5)

SaaS
Solution

Software,
release

Including but not limited to:
Licensing, training materials and
notes.

Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:

Maintenance
and Support

Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:

Upgrade &
Update Costs

Including but not limited to: Updated training
materials and release notes.

Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:

Other

Please Describe:

Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:

Total
Annual
Recurring
Costs

Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:
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Tier 2 Annual Recurring Costs

Specify number of licences and any additional
requirements to qualify for Tier 2 Pricing:

Item Examples of Included Items Unit Cost Estimated
(Indicate Flat Total Cost

Cost or Per
Student, Staff, (Years 1-5)

User, etc.)

SaaS Including but not limited to: Software, Year 1:
Solution Licensing, training materials and release Year 2:
notes. Year 3:
Year 4:

TOTAL:

Maintenance Year 1:

and Support Year 2:
Year 3:

Year 4:

TOTAL:

Upgrade & Including but not limited to: Updated Year 1:
Update Costs training materials and release notes. Year 2:
Year 3:
Year 4:

TOTAL:

Other Please Describe: Year 1:
Year 2:
Year 3:
Year 4:

TOTAL:

Total Year 1:
Annual Year 2:
Recurring Year 3:
Costs Year 4:

TOTAL:
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Optional Services and Costs: Expand the following table as required to provide pricing for the
proposed system to meet the requirements specified in this RFP. All costs for functionality in
the proposal must be listed in the Optional Services/Solutions if not identified in the previous
pricing forms. Costs not identified by the Vendor shall be borne by the Vendor and will not alter
the requirements identified in this solicitation.

Optional Services/Solutions and Costs

Item Description Dependent Unit Cost Estimated
(Check box if required | Requirements (Indicate Total Cost
to meet minimum (If required to meet Flat Cost or (Years 1-5)
requirements of this requirements in this RFP, Per
RFP) list requirements that are Student,
dependent on the Optional Staff, User,
Services/Costs OR Future etc.)
development efforts)
Year 1:
Year 2:
Year 3:
Year 4:
Year 5:
TOTAL:
____Recurring ____Recurring
'] Required to Meet
. ____One-Time ____One-Time
Requirements
Year 1:
Year 2:
Year 3:
Year 4:
Year 5:
TOTAL:
—Recurring __ Recurring
] Required to Meet One-Time )
Requirements T —One-Time
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Year 1:
Year 2:
Year 3:
Year 4:
Year 5:
TOTAL:

—Recurring Recurring

] Required to Meet One-Time

Requirements One-Time
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Appendix D: Supplementary Materials

Service Level and Maintenance Agreement (if applicable)
Sample Reports and Training Materials
Additional Resources that Support the Proposal
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Appendix E: California Student Data Privacy Agreement

Please complete and sign the CSDPA, including Exhibit E, so Ed Tech JPA Members
can agree to the same terms.
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CALIFORNIA STUDENT DATA PRIVACY

AGREEMENT Version 2.0 (September 26, 2018)

Education Technology Joint Powers Authority

AND

Provider:

Date:

71




V4 EDUCATION TECHNOLOGY
yA\.\ JOINT POWERS AUTHORITY

This California Student Data Privacy Agreement ("DPA") is entered into by and
between the

Education Technology Joint Powers Authority

(hereinafter  referred to as "LEA") and

VENDOR

(hereinafter referred to as "Provider") on the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA") with
certain digital educational services ("Services") pursuant to a contract dated

Date

("Service Agreement"); and

WHEREAS, in order to provide the Services described in the Service Agreement, the
Provider may receive or create, and the LEA may provide documents or data that
are covered by several federal statutes, among them, the Family Educational
Rights and Privacy Act ("FERPA") at 20 U.S.C. 1232g (34 CFR Part 99),
Children's Online Privacy Protection Act ("COPPA"), 15 U.S.C. 6501-6506; Protection of
Pupil Rights Amendment ("PPRA") 20 U.S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider's
Services are also subject to California state student privacy laws, including AB 1584,
found at California Education Code Section 49073.1 and the Student Online Personal
Information Protection Act ("SOPIPA") found at California Business and Professions Code
section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate
educational interests in accessing educational records pursuant to the Service Agreement;
and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service

Agreement conforms to the requirements of the privacy laws referred to above and to
establish implementing procedures and duties; and
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WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms" (Exhibit "E"),
agree to allow other LEAs in California the opportunity to accept and enjoy the benefits
of this DPA for the Services described herein, without the need to negotiate terms in a
separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and
responsibilities to protect student data transmitted to Provider from LEA pursuant to the Service
Agreement, including compliance with all applicable statutes, including the FERPA, PPRA,
COPPA, SOPIPA, AB 1584, and other applicable California State laws, all as may be amended
from time totime. In performing these services, the Provider shall be considered a
School Official with a legitimate educational interest, and performing services otherwise
provided by the LEA. With respect to the use and maintenance of Student Data, Provider
shall be under the direct control and supervision of the LEA.

2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined in Exhibit "A"
hereto:

mobile device management platform

3. Student Data to Be Provided. The Parties shall indicate the categories of student data
to be provided in the Schedule of Data, attached hereto as Exhibit "B".

4. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In
the event of a conflict, definitions used in this DPA shall prevail over term used in the Service
Agreement.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to
the Service Agreement is and will continue to be the property of and under the control of the
LEA. The Provider further acknowledges and agrees that all copies of such Student Data
transmitted to the Provider, including any modifications or additions or any portion thereof from
any source, are subject to the provisions of this Agreement in the same manner as the original
Student Data. The Parties agree that as between them, all rights, including all intellectual
property rights in and to Student Data contemplated per the Service Agreement shall remain the
exclusive property of the LEA. For the purposes of FERPA, the Provider shall be considered a
School Official, under the control and direction of the LEAs as it pertains to the use of Student
Data notwithstanding the above. Provider may transfer pupil-generated content to a separate
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account, according to the procedures set forth below.

2. Parent Access. LEA shall establish reasonable procedures by which a parent, legal
guardian, or eligible student may review Student Data in the pupil's records, correct erroneous
information, and procedures for the transfer of pupil-generated content to a personal account,
consistent with the functionality of services. Provider shall respond in a timely manner (and no
later than 45 days from the date of the request) to the LEA's request for Student Data in a
pupil's records held by the Provider to view or correct as necessary. In the event that a parent of
a pupil or other individual contacts the Provider to review any of the Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information.

3. Separate Account. If pupil generated content is stored or maintained by the Provider
as part of the Services described in Exhibit "A", Provider shall, at the request of the LEA,
transfer said pupil generated content to a separate student account upon termination of the
Service Agreement; provided, however, such transfer shall only apply to pupil generated content
that is severable from the Service.

4. Third Party Request. Should a Third Party, including law enforcement and
government entities, contact Provider with a request for data held by the Provider pursuant
to the Services, the Provider shall redirect the Third Party to request the data directly from the
LEA. Provider shall notify the LEA in advance of a compelled disclosure to a Third Party.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors
performing functions pursuant to the Service Agreement, whereby the Subprocessors agree
to protect Student Data in manner consistent with the terms of this DPA.

ARTICLE IlI: DUTIES OF LEA

1. Privacy Compliance. LEA shall provide data for the purposes of the Service
Agreement in compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other
California privacy statutes.

2. Annual Notification of Rights. If the LEA has a policy of disclosing education records
under FERPA (4 CFR § 99.31 (a) (1)), LEA shall include a specification of criteria for
determining who constitutes a school official and what constitutes a legitimate educational
interest in its Annual notification of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure
usemames, passwords, and any other means of gaining access to the services and hosted
data.
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4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to
investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable state and federal
laws and regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA,
SOPIPA, AB 1584 and all other California privacy statutes.

2. Authorized Use. The data shared pursuant to the Service Agreement, including
persistent unique identifiers, shall be used for no purpose other than the Services stated in the
Service Agreement and/or otherwise authorized under the statutes referred to in subsection (1),
above. Provider also acknowledges and agrees that it shall not make any re-disclosure of any
Student Data or any portion thereof, including without limitation, meta data, user content or
other non-public information and/or personally identifiable information contained in the Student
Data, without the express written consent of the LEA.

3. Employee Obligation. Provider shall require all employees and agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the
data shared under the Service Agreement.

4. No Disclosure. De-identified information may be used by the Provider for the purposes
of development, research, and improvement of educational sites, services, or applications, as
any other member of the public or party would be able to use de-identified data pursuant to
34 CFR 99.3 I(b). Provider agrees not to attempt to re-identify de-identified Student Data and
not to transfer de-identified Student Data to any party unless (a) that party agrees in
writing not to attempt re-identification, and (b) prior written notice has been given to LEA who
has provided prior written consent for such transfer. Provider shall not copy, reproduce or
transmit any data obtained under the Service Agreement and/or any portion thereof, except as
necessary to fulfill the Service Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms
in subsection a or b, below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained.
Disposition shall include (1) the shredding of any hard copies of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time
period reasonably needed to complete the disposition. Provider shall provide written notification
to LEA when the Student Data has been disposed. The duty to dispose of Student Data shall
not extend to data that has been de-identified or placed in a separate Student account, pursuant
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to the other terms of the DPA. The LEA may employ a "Request for Return or Deletion of
Student Data" form, a copy of which is attached hereto as Exhibit "D". Upon receipt of a request
from the LEA, the Provider will immediately provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under the
Service Agreement that is no longer needed. Partial disposal of data shall be subject to
LEA's request to transfer data to a separate account, pursuant to Article Il, section 3, above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete all Student Data obtained under the
Service Agreement. Prior to disposition of the data, Provider shall notify LEA in writing of its
option to transfer data to a separate account, pursuant to Article Il, section 3, above. In no
event shall Provider dispose of data pursuant to this provision unless and until Provider has
received affirmative written confirmation from LEA that data will not be transferred to a
separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a)
market or advertise to students or families/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA,; or (d) use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA. This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adequate data security
measures, consistent with industry standards and technology best practices, to protect Student
Data from unauthorized disclosure or acquisition by an unauthorized person. The general
security duties of Provider are set forth below. Provider may further detail its security programs
and measures in Exhibit "F" hereto. These measures shall include, but are not limited to:

a. Passwords and Employee Access. Provider shall secure usernames,
passwords, and any other means of gaining access to the Services or to Student Data, at a
level suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees or contractors that are
performing the Services. Employees with access to Student Data shall have signed
confidentiality agreements regarding said Student Data. All employees with access to Student
Records shall be subject to criminal background checks in compliance with state and local
ordinances.
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b. Destruction of Data. Provider shall destroy or delete all Student Data
obtained under the Service Agreement when itis no longer needed for the purpose for
which it was obtained, or transfer said data to LEA or LEA's designee, according to the
procedure identified in Article IV, section 5, above. Nothing in the Service Agreement
authorizes Provider to maintain Student Data beyond the time period reasonably needed to
complete the disposition.

c. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain all
data obtained or generated pursuant to the Service Agreement in a secure digital environment
and not copy, reproduce, or transmit data obtained pursuant to the Service Agreement,
except as necessary to fulfill the purpose of data requests by LEA.

d. Employee Training. The Provider shall provide periodic security training to
those of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact if there are any
security concerns or questions.

e. Security Technology. When the service is accessed using a supported web
browser, Provider shall employ industry standard measures to protect data from unauthorized
access. The service security measures shall include server authentication and data encryption.
Provider shall host data pursuant to the Service Agreement m an environment using a firewall
that is updated according to industry standards.

f. Security Coordinator. If different from the designated representative identified in
Article VII, section 5, Provider shall provide the name and contact information of Provider's
Security Coordinator for the Student Data received pursuant to the Service Agreement.

d. Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with this
Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to
conduct digital and physical periodic (no less than semi-annual) risk assessments and
remediate any identified security and privacy vulnerabilities in a timely manner.

2. Data Breach. In the event that Student Data is accessed or obtained by an
unauthorized individual, Provider shall provide notification to LEA within a reasonable amount
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of time of the incident, and not exceeding forty-eight (48) hours. Provider shall follow the
following process:

a. The security breach notification shall be written in plain language, shall be titled
"Notice of Data Breach," and shall present the information described herein under the
following headings: "What Happened," "What Information Was Involved," "What We Are
Doing," "What You Can Do," and "For More Information." Additional information may be
provided as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subiject to this section.

ii. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

iii. If the information is possible to determine at the time the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the date range
within which the breach occurred. The notification shall also include the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is provided.
V. A general description of the breach incident, if that information is possible to

determine at the time the notice is provided.

c. At LEA's discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take
to protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal
law with respect to a data breach related to the Student Data, including, when appropriate or
required, the required responsibilities and procedures for notification and mitigation of any
such data breach.

e. Provider further acknowledges and agrees to have a written incident response
plan that reflects best practices and is consistent with industry standards and federal and state
law for responding to a data breach, breach of security, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a copy of said written incident
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response plan.

f. Provider is prohibited from directly contacting parent, legal guardian or eligible
pupil unless expressly requested by LEA. If LEA requests Provider's assistance providing notice
of unauthorized access, and such assistance is not unduly burdensome to Provider, Provider
shall notify the affected parent, legal guardian or eligible pupil of the unauthorized access, which
shall include the information listed in subsections (b) and (c), above. If requested by LEA,
Provider shall reimburse LEA for costs incurred to notify parents/families of a breach not
originating from LEA's use of the Service.

g. In the event of a breach originating from LEA's use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer,
attached hereto as Exhibit "E"), be bound by the terms of this DPA to any other LEA who
signs the acceptance on in said Exhibit. The Form is limited by the terms and conditions
described therein.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service
Agreement or so long as the Provider maintains any Student Data..

2. Termination. In the event that either party seeks to terminate this DPA, they may do
so by mutual written consent so long as the Service Agreement has lapsed or has been
terminated. LEA shall have the right to terminate the DPA and Service Agreement in the
event of a material breach of the terms of this DPA.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Provider
shall destroy all ofLEA's data pursuant to Article V, section I(b), and Article Il, section 3, above.

4. Priority of Agreements. This DPA shall govern the treatment of student data in order to
comply with privacy protections, including those found in FERPA and all applicable privacy
statutes identified in this DPA. In the event there is conflict between the DPA and the
Service Agreement, the DPA shall apply and take precedence. Except as described in this
paragraph herein, all other provisions of the Service Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder
must be in writing and given by personal delivery, or e-mail transmission (if contact
information is provided for the specific mode of delivery), or first-class mail, postage prepaid,

79



\'{i*‘ EDUCATION TECHNOLOGY
y;v.\ JOINT POWERS AUTHORITY

sent to the designated representatives before:

a. Designated Representatives

The designated representative for the LEA for this Agreement is:
Education Technology Joint Powers Authority

Name Title

Michelle Bennett Contracts Specialist

Contact Information

Address: 5050 Barranca Parkway; Irvine, CA 92604
Telephone: 949-936-5022
Email: MichelleBennett@iusd.org

The designated representative for the Provider for this Agreement is:
Name Title

Contact Information

Address:
Telephone:
Email:

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for
the specific mode of delivery), or first-class mail, postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy
Terms is:

Name Title

Contact Information
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Address:
Telephone:
Email:

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating

to the subject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the parties relating thereto. This DPA may be amended and the
observance of any provision of this DPA may be waived (either generally or in any
particular instance and

either retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereof or the exercise of any other right,
power, or privilege.

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any
jurisdiction shall, as to such jurisdiction, be ineffective to the extent of such prohibition or
unenforceability without invalidating the remaining provisions of this DPA, and any such
prohibition or unenforceability in any jurisdiction shall not invalidate or render unenforceable
such provision in any other jurisdiction. Notwithstanding the foregoing, if such provision could be
more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, at
the same time, maintaining the intent of the parties, it shall, as to such jurisdiction, be so
narrowly drawn without invalidating the remaining provisions of this DPA or affecting the validity
or enforceability of such provision in any other jurisdiction.

8. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE
AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING OUT
OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9. Authority. Provider represents that it is authorized to bind to the terms of this
Agreement, including confidentiality and destruction of Student Data and any portion thereof
contained therein, all related or associated institutions, individuals, employees or contractors
who may have access to the Student Data and/or any portion thereof, or may own, lease or
control equipment or facilities of any kind where the Student Data and portion thereof stored,
maintained or used in any way. Provider agrees that any purchaser of the Provider shall
also be bound to the Agreement.
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10. Waiver. No delay or omission of the LEA to exercise any right hereunder shall be
construed as a waiver of any such right and the LEA reserves the right to exercise any such
right from time to time, as often as may be deemed expedient.

11. Successors Bound. This DPA is and shall be binding upon the respective
successors in interest to Provider in the event of a merger, acquisition, consolidation or other
business reorganization or sale of all or substantially all of the assets of such business.

IN WITNESS WHEREOF, the parties have executed this California Student Data Privacy
Agreement as of the last day noted below.

Provider:
BY: Date:
Printed Name: Title/Position:

Local Education Agency:

Education Technology Joint Powers Authority

BY: Date:
Printed Name: Title/Position:
Brianne Ford President

Note: Electronic signature not permitted.
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EXHIBIT "A"

DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE
THAN ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]

EXHIBIT "B"
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SCHEDULE OF DATA

Category of Elements Check Category of | Elements Check
Data if used Data if used
by by
your your
syste syste
m m
Application IP Addresses of Demographics | Date of Birth
Technology Meta | users, use of
Data cookies etc.
Other application Place of Birth
technology meta
data. Please
specify:
Application Use Meta data on Gender

Statistics user interaction
with application
Assessment Standardized Ethnicity or race
test scores
Observation Language
data information
(native, preferred,
or primary
language spoken
by student)
Other Other
assessment demographic
data. Please information.
specify: Please specify:
Attendance Student school Enrollment Student school
(daily) enrollment
attendance data
Student class Student grade
attendance data level
Communications | Online Homeroom

communications
that are captured
(emails, blog
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entries)
Parent/Guardian | Parent ID Guidance
ID number (created counselor
to link parents to
students)
Parent/Guardian | First and/or Last Specific
Name curriculum
programs
Schedule Student Year of
scheduled graduation
courses

Teacher names

Other enroliment
information.
Please specify:

Special Indicator

English
language learner
information

Low income
status

Medical
alerts/health
data

Student disability

Parent/Guardi
an Contact
Information

Address

Email

Phone Number

State ID number

information
Specialised Student Address
education Contact
services (IEP or Information
504)
Living situations Email
(homeless/foster
care)
Other indicator Phone
information.
Please specify:
Student Name First and/or Last Student Student
Survey responses to
Responses LEEC
questionnaires
Student Program | Academic or Student In Program/applicati
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Membership extracurricular App on performance
activities a Performance (ex: typing
student may program-student
belong to or types 60 wpm,
participate in reading program-

student reads
below grade
level)

Student Local (School Student Work | Student

Identifiers district) ID generated
number content: writing,

pictures, etc.
State ID number Other student
work data.
Please specify:
Provider/App Transcript Student course
assigned student grades
ID number
Student app Student course
username data
Student app Student course
passwords grades/performan
ce scores

Transportation Student bus Other transcript

assignment data. Please
specify:
Student pick up Other Please list each

and/or drop off
location

Student bus card
ID number

Other
transportation
data. Please
specify:

additional data
element used,
stored, or
collected by your
application.
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EXHIBIT "C"
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code§
49073.1, relating to pupil records.

De-ldentifiable Information (DIl): De-ldentification refers to the process by which the
Provider removes or obscures any Personally Identifiable Information ("PII") from student
records in a way that removes or minimizes the risk of disclosure of the identity of the individual
and information about them.

Educational Records: Educational Records are official records, files and data directly
related to a student and maintained by the school or local education agency, including
but not limited to, records encompassing all the material kept in the student's cumulative
folder, such as general identifying data, records of attendance and of academic work
completed, records of achievement, and results of evaluative tests, health data, disciplinary
status, test protocols and individualized education programs. For purposes of this DPA,
Educational Records are referred to as Student Data.

NIST: Draft National Institute of Standards and Technology ("NIST") Special Publication Digital
Authentication Guideline.

Operator: The term "Operator" means the operator of an Internet Website, online service,
online application, or mobile application with actual knowledge that the site, service, or
application is used primarily for K-12 school purposes and was designed and marketed for
K-12 school purposes. For the purpose of the Service Agreement, the term "Operator” is
replaced by the term "Provider." This term shall encompass the term "Third Party," as it is found
in applicable state statutes.

Personally Identifiable Information (PII): The terms "Personally Identifiable Information" or
"PII" shall include, but are not limited to, student data, metadata, and user or pupil-generated
content obtained by reason of the use of Provider's software, website, service, or app,
including mobile apps, whether gathered by Provider or provided by LEA or its users, students,
or students' parents/guardians. Pll includes Indirect Identifiers, which is any information that,
either alone or in aggregate, would allow a reasonable person to be able to identify a student to
a reasonable certainty. For purposes of this DPA, Personally Identifiable Information shall
include the categories of information listed in the definition of Student Data.

Provider: For purposes of the Service Agreement, the term "Provider" means
provider of digital educational software or services, including cloud-based services, for the
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digital storage, management, and retrieval of pupil records. Within the DPA the term
"Provider" includes the term "Third Party" and the term "Operator" as used in applicable
state statutes.

Pupil Generated Content: The term "pupil-generated content" means materials or content
created by a pupil during and for the purpose of education including, but not limited to,
essays, research reports, portfolios, creative writing, music or other audio files, photographs,
videos, and account information that enables ongoing ownership off Ipil content.

Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil
that is maintained by LEA and (2) any information acquired directly from the pupil through the
use of instructional software or applications assigned to the pupil by a teacher or other LEA
employee. For the purposes of this Agreement, Pupil Records shall be the same as Educational
Records, Student Personal Information and Covered Information, all of which are deemed
Student Data for the purposes of this Agreement.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements
and modifies.

School Official: For the purposes of this Agreement and pursuantto 34 CFR 99.31 (B), a
School Official is a contractor that: (1) Performs an institutional service or function for which the
agency or institution would otherwise use employees; (2) Is under the direct control of the
agency or institution with respect to the use and maintenance of education records; and (3) Is
subject to 34 CFR 99.33(a) governing the use and re-disclosure of personally identifiable
information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2
(commencing with Section 22584) to Division 8 of the Business and Professions Code
relating to privacy.

Student Data: Student Data includes any data, whether gathered by Provider or provided by
LEA or its users, students, or students' parents/guardians, that is descriptive of the student
including, but not limited to, information in the student's educational record or email, first and
last name, home address, telephone number, email address, or other information allowing
online contact, discipline records, videos, test results, special education data, juvenile
dependency records, grades, evaluations, criminal records, medical records, health records,
social security numbers, biometric information, disabilities, socioeconomic information, food
purchases, political affiliations, religious information text messages, documents, student
identifies, search activity, photos, voice recordings or geolocation information. Student Data
shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
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California and federal laws and regulations. Student Data as specified in Exhibit "B" is confirmed
to be collected or processed by the Provider pursuant to the Services. Student Data shall not
constitute that information that has been anonymized or de-identified, or anonymous usage data
regarding a student's use of Provider's services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and
marketplace providers addressing real-world, adaptable, and implementable solutions to
growing data privacy concerns.

Subscribing LEA: An LEA that was not party to the original Services Agreement and who
accepts the Provider's General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term "Subprocessor” (sometimes
referred to as the "Subcontractor") means a party other than LEA or Provider, who Provider
uses for data collection, analytics, storage, or other service to operate and/or improve its
software, and who has access to PII.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student
where the selection of the advertisement is based on student information, student records or
student generated content or inferred over time from the usage of the Provider's website, online
service or mobile application by such student or the retention of such student's online activities
or requests over time.

Third Party: The term "Third Party" means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of pupil
records. However, for the purpose of this Agreement, the term "Third Party" when used to
indicate the provider of digital educational software or services is replaced by the term
"Provider."
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EXHIBIT "D"

DIRECTIVE FOR DISPOSITION OF DATA

directs

To dispose of data obtained by Provider pursuant to the terms of the
Service Agreement between LEA and Provider. The terms of the Disposition are set
forth below:
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E f Dispositi

Disposition shall be:

. f Dispositi

Disposition shall be by:

Data shall be disposed of by the
following date:

EI

Partial. The categories of data to be disposed of are as
follows:

Complete. Disposition extends to all categories of data.

Destruction or deletion of data.

Transfer of data. The data shall be transferred as set forth
in an attachment to this Directive. Following confirmation from
LEA that data was successfully transferred, Provider shall
destrov or delete all applicable data.

As soon as commercially practicable

— By {(Insert Date)

Authorized Representative of LEA

Date

Venfication of Disposition of Data

by Authonized Representative of Provider

EXHIBIT "E"

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and

Education Technology Joint Powers Authority

and which is dated

Date
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to any other LEA ("Subscribing LEA") who accepts this General Offer though its signature
below. This General Offer shall extend only to privacy protections and Provider's signature
shall not necessarily bind Provider to other terms, such as price, term, or schedule of
services, or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit B to suit
the unique needs of the LEA. The Provider may withdraw the General Offer in the event
of: (1) a material change in the applicable privacy statutes; (2) a material change in the
services and products subject listed in the Originating Service Agreement; or three (3) years
after the date of Provider's signature to this Form. Provider shall notify CETPA in the
event of any withdrawal so that this information may be transmitted to the Alliance's
users.

Provider:
BY: Date:
Printed Name: Title/Position:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature
below, accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall
therefore be bound by the same terms of this DPA.

Subscribing LEA:

LEA:

BY: Date:
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Printed Name: Title/Position:

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Name Title

Contact Information

Address:
Telephone:
Email:

EXHIBIT "F" DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]
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Attachment 1: Proposal Form

Contractor Information

Firm/Contractor Name

Primary Contact Name

Contact Title

Contact Email

Contact Phone
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Write out all answers using the Proposal Form. Additional material may be submitted with the
proposal as appendices. No brochures, marketing materials, or internal company
documentation will be considering when scoring Proposals. Cross-references to the Proposal
Form in additional materials will not be considered responsive. Any additional descriptive
material that is used in support of any information in your proposal must be clearly identified. If
both hosted and on-premise solutions are offered specify which features apply to each platform;
neglecting to specify may result in rejection of the Proposal.
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Part 1 Vendor Support and Ability to Perform

Please respond to each requirement directly and provide additional documentation as needed to
support the Proposal.

1.1 Vendor Background/Qualifications:

Instructions/Overview: Provide a brief description of Vendor's firm(s), as well as any other
firms joining with Vendor to provide services.

History of the firm(s)

Age of the firm(s)

Number of
employees

Organizational
structure of the
firm(s)

Length of time in the
industry

Number of office
locations

Addresses of all
offices
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1.2 Vendor Contact(s)

Instructions/Overview: Provide a list of company contacts. For each provide: name,
description of role, detailed experience information and/or resume.

Contract/sales
contact

Product manager(s)

Other (specify)

Yes | No Comments

1.3 Confirm that Vendor will meet the minimum
insurance requirements specified in Appendix B. List
any insurance requirements Vendor will request a
waiver for, if chosen as the Selected Vendor. If the
Selected Vendor fails to maintain the required insurance
coverages, without a waiver approved by Ed Tech JPA
and/or Participating Associate Member staff, Ed Tech
JPA and/or Participating Associate Member may
declare Vendor in breach of the Master Agreement
and/or Purchase Agreement. **

14 Confirm that Vendor will acquire and adhere to
any permits, fees, inspections, and construction
administrative requirements. Confirm that a copy of all
applicable permit applications and, upon issuance, all
approved permit(s) shall be provided to the Participating
Associate Member. **

1.5 Vendor acknowledges and agrees to all
specifications listed in Sections 1 - 6 of this RFP. **

1.6 Vendor certifies that it complies with the Civil Rights
Act of 1964, and all applicable Federal and State laws
and regulations relating to equal employment
opportunity.
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1.7 Provide a brief overview of Vendor's technical experience, qualifications, and
background in providing and maintaining a Mobile Device Management System and related
services for similarly sized K-12 education customers. Indicate the prior experience of Vendor
that is relevant to this contract. Include sufficient detail to demonstrate the relevance of such
experience. Please provide specific examples of recently completed, K-12 projects similar in
size, scope and timeline to this project. Proposal should evidence Vendor's awareness of and
support for the unique needs of education clients. **

1.8 Provide evidence of long-term fiscal stability. Artifacts may include fiscal reports or
recent audit results that demonstrate consistent and current financial security. Financial
information submitted in response to Section 1.8 will be considered proprietary information.

1.9 Make a written commitment to make available trained personnel, and software support
to fully maintain the system for a minimum period of five years from the date of
implementation.

1.10 Subcontractors

1.10.1 Subcontractors Information:  Any subcontractors performing services against this
agreement must be fully listed and detailed in the proposal submitted by Vendor. State any
work proposed to be provided by a subcontractor, and provide evidence of each subcontractor’s
capability and willingness to carry out the work. For each proposed subcontractor, include:

Firm Name

Address

Management contact person

Complete description of work to be
subcontracted
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Descriptive information concerning
subcontractor's  organization and
abilities.

Yes

No

Comments

1.10.2 Vendor agrees to bind every subcontractor by
the terms and conditions of this RFP, Vendor Proposal
and all resulting agreements, including licensing and
experience qualifications, as far as such terms and
conditions are applicable to the subcontractor(s) work.
If Vendor subcontracts any part of this
agreement/contract, Vendor shall be fully responsible to
the Participating Associate Member for acts and
omissions of its subcontractor and of persons either
directly or indirectly employed by Vendor. Nothing
contained in these contract documents shall create any
contractual relation between any subcontractor and Ed
Tech JPA or between any subcontractor and the
Participating Associate Member. **

1.11 References

Yes

No

Comments

1.11.1 Confirm product is in operational use, actively
supported by vendor in at least five (5) K-12 or
government organizations. **

Provide customer references for at least five (5) K-12 or government organizations currently
serviced by the Vendor. Include the size of each reference organization and the scope of the
Installations

project. At least three (3) of the references must be using the proposed products.

should be similar in scope, timeline and technical design to Vendor’s Proposal for Ed Tech JPA.

Each reference must include the following information:
e Organization/Customer Name.

e Name, Title, and Contact Information of an organization contact who has ongoing

involvement in the system and is knowledgeable about the implementation.

e Organization/Customer Size - Indicate the number of employees, students, licenses, and
stations. Indicate any additional information that may be useful in determining the size of

the organization/customer.
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Length of time from contract execution to full implementation for the referenced project.
Installation date of the system.
Description of in-use system — please include details, including but not limited to, which
products are currently in use by reference. Please note if the system installed is
comparative to the system proposed for Ed Tech JPA. (References must be from
organizations using the same or similar products and services).

e Vendor Project Manager(s) for implementation and ongoing use of products and
services.

Reference #1

Organization/Customer Name

Name, Title & Contact information for
company contact

Organization/Customer Size - Number
of employees/students/licenses

Implementation length

Installation Date

Description of System *include
number of locations

Vendor Project manager

Reference #2

Organization/Customer Name

Name, Title & Contact information for
company contact

Organization/Customer Size - Number
of employees/students/licenses

Implementation length

Installation Date

Description of System *include
number of locations

Vendor Project manager
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Reference #3

Organization/Customer Name

Name, Title & Contact information for
company contact

Organization/Customer Size - Number
of employees/students/licenses

Implementation length

Installation Date

Description of System *include
number of locations

Vendor Project manager

Reference #4

Organization/Customer Name

Name, Title & Contact information for
company contact

Organization/Customer Size - Number
of employees/students/licenses

Implementation length

Installation Date

Description of System *include
number of locations

Vendor Project manager
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Reference #5

Organization/Customer Name

Name, Title & Contact information for
company contact

Organization/Customer Size - Number
of employees/students/licenses

Implementation length

Installation Date

Description of System *include
number of locations

Vendor Project manager

1.12 Implementation

Yes

No

Comments

1.12.1 Vendor acknowledges and confirms compliance
with all processes and requirements defined in RFP
Section 2.00: Purchase Agreement Implementation
Process. ldentify any exceptions or deviations from the
proposed project approach, site access requirements
and Vendor expectations. **

1.12.2 Vendor confirms that it will provide Participating
Associate Member with a written implementation plan
with specific dates no later than two weeks after
receiving notification from Participating Associate
Member. Participating Associate Member will not be
required to implement Vendor's solution until after
approving the implementation plan, obtaining
Participating Associate Member Board approval, and
upon full execution of the Purchase Agreement. **

1.12.3 Confirm that Vendor will provide maintenance
services, and will not outsource maintenance.
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1.12.4 Vendor confirms that its delivery and
maintenance employees shall wear distinctive company
clothing and display company/employee identification,
including the employee photograph and name. Vendor
agrees that all Vendor employees who will be on site
will adhere to applicable laws and Participating
Associate Member Agency background check and
supervision requirements. All Vendor employees must
check in at the administration office of each site prior to
any delivery or site work. **

1.12.5 If selected, Vendor will agree to contract
language allowing mutual contract termination in whole
or in part, in the event that Participating Associate
Member does not allocate funding for the continuation
of this contract or any portion thereof. In the event of
termination due to non-allocation of funds, both parties
shall be held without fault and there shall be no financial
consequences assessed as a penalty on either party.

1.12.6  Confirm that the system can transfer data from
the Participating Associate Members’ system to the new
system seamlessly and accurately. If this is limited to
specific providers/systems please list those with which
this capability exists. Provide information related to the
Vendor’s transition approach. List any assumptions or
conditions that would impact data migration to Vendor
platform from an incumbent system. **

1.12.7 Specify any minimum system requirements that must be in place prior to
implementation.

1.12.8 Provide a general project plan that includes implementation of the proposed system.
Include a general outline of essential tasks/milestones and the estimated timeline for
implementation. **
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1.12.9 Describe Vendor’'s proposed project approach, including the roles and responsibilities
of project team members, required tasks and any necessary onsite work. Include a detailed
list of Participating Associate Member and Vendor responsibilities during the implementation
process. **

1.12.10 Identify examples of Vendor resources/staff that will be assigned to
Participating Associate Members’ implementations, including estimated availability and
anticipated time commitment, years of experience with the company, and recent projects
similar in scope to Participating Associate Member implementation.

1.12.11 Describe any assumptions or constraints impacting Vendor’s project timeline. If any
feature or component of the system will be phased in on a later timeline (e.g., historical data
importing), identify those constraints here. **

1.12.12 Explain any penalty or liability charge for order changes prior to and after
installation of the proposed system.

1.12.13 Vendor confirms that should the awarded Vendor be a new vendor, the Vendor
shall coordinate with the previous vendor for implementation of the new system. Describe
Vendor approach and services supporting customer transitions from incumbent mobile device
management systems to ensure minimal interruption. **

1.13 Training

Yes No [ Comments

1.13.1 Confirm that, if selected, Vendor will provide
electronic, editable copies of training materials as well
as suggestions for use and best practices as part of the
training process.
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1.13.2 Provide an overview of the recommended implementation training approach. Describe
whether Vendor approaches training through a train-the-trainer approach, turn-key
implementation, or other strategy. Be specific about the number of staff that will be directly
trained by Vendor personnel under the proposal. Define whether training will be conducted in
person, remotely (synchronous) or via on-demand tools. Provide an outline of the proposed
training content and sample supporting materials. **

1.13.3 Include a detailed explanation of the training Vendor will provide for site
leads/management and system administrators. Please indicate on which functions the
system administrator will be trained. **

1.13.4 Include the recommended training approach and associated costs for all users.
Provide cost options for direct, Vendor-led training for end-users, train-the-trainer and
on-demand/self-paced (video or document tutorials) alternatives.

1.13.5 Describe additional system administration and technical training that is available.
Please include the projected costs for the training classes, where they are held, who provides
them and if and what certifications would be provided if Participating Associate Member staff
completes various levels.

1.13.6 Describe any on-site training/support/assistance during or after implementation, and
any costs associated with the training/support/assistance.

1.13.7 Describe available webinars and online training..
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1.14 Support and Maintenance

Yes

No

Comments

1.14.1 Confirm that unlimited support is available
through a toll-free phone number and/or online ticketing
system minimally from 6am to 4pm PST Monday-Friday.

*%

1.14.2 Confirm emergency after-business-hours support
is available for critical issues (site/district outage, data
integration failure). **

1.14.3 Confirm that, if selected, Vendor will provide
full-time,  company-employed  customer service
professionals who are trained specifically to support the
products and configuration recommended for
Participating Associate Member. Please describe the
size, work location and organizational structure of the
support team. **

1.14.4 Confirm that Vendor does not outsource
customer support.

1.145 Confirm that Vendor will appoint one
point-of-contact for Participating Associate Member.

1.14.6 Confirm that Solution support will provide a
maximum 1-hour call-back window in response to
Participating Associate Member service calls.

1.14.7 Confirm that Solution support will provide a
maximum 2 hour response time in response to
Participating Associate Member service request emails
(support system auto replies are not considered
responses).

1.14.8 Confirm that Solution support will provide
minimum 24 hour communication between updates on
unresolved issues.
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1.14.9 Describe standard support hours (24x7x365 preferred). Describe extended and/or
emergency support hours. If standard support is not available 24x7x365, describe criteria
used and/or limitations on the availability of emergency or escalated support requests. **

1.14.10 Describe your guaranteed support response times to calls, chat requests, and
emails and describe your timelines for communication about unresolved issues. **

1.14.11 Provide response and resolution times to tickets/reported incidents. Include
the severity/type of incident, the average response and resolution time for similar incidents
over the past two years and the target and guaranteed response and resolution times
included in Vendor’s proposal.

1.14.12 Provide data to show the number of support requests, median response time,
and customer satisfaction metrics used to evaluate the responsiveness and effectiveness of
Vendor’s support team.

1.14.13 Describe the process for submitting support requests. Explain how support
requests are tracked. Describe how the original requestor as well as centralized Participating
Associate Member support personnel (IT contact and contract administrator) can view support
request history.

1.14.14 Describe the escalation procedures for issues. Identify whether support requests are
automatically escalated based on severity and/or time-lag.
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1.14.15 Describe the process for submission, review, escalation and development for new
feature requests.

1.14.16 Describe systems in place to capture customer feedback and how that feedback is
used to inform development and organizational priorities.

1.14.17 Provide release notes for system upgrades and enhancements over the past two
years. If release notes are not available, provide a list of features enhanced or added in that
timeframe.

1.14.18 Indicate what Vendor defines to be “regular’ and “emergency” services, and describe
the expected and guaranteed response time for “regular’ and “emergency” services.

1.14.19 State what recourse is available if the proposed system does not perform as quoted
and the Participating Associate Member is faced with loss or interruption of service.

1.14.20 Indicate the provisions for service and spare parts if Vendor’s business terminates, is
subjected to a strike, or shutdown for any reason.

1.14.21 Describe any chat support functionality, and whether it involves U.S. Based
representatives during Pacific Time Zone business hours.
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Part 2 Technology Requirements

For each requirement, Vendor must indicate whether the feature request or requirement is fully
met in the current, publicly available version of the platform (“Yes”), the feature or requirement is
not available (“No”), the feature or requirement is partially satisfied by functionality available in
the current release or will be available in a planned, upcoming, future release (“P”). If the
feature or requirement is planned for a future date, Vendor must provide the release number
(version) and date. Planned enhancements listed without a scheduled release date will be
evaluated as if the technology is not available.

2.1 General

Yes No [P Commen
ts

21.1 Confirm that the system shall be designed to
anticipate and provide for increases in data storage
needs, increasing size and scope of data sets on-line,
and increasing number of users.**

2.1.2 Confirm that software updates are included in the
maintenance contract.

2.1.3 Provide information regarding the database platform and versions supported. Confirm
that the solution can be run in a Virtualized environment (VMWare, Hyper V).

2.1.4 Specify whether the system is web/cloud-based or on-premise. **

2.1.4.11f the system is on-premise, specify all hardware required to support the
system.

2.1.4.2 If the system is web/cloud-based, describe what measures have been taken to
ensure resiliency/high availability.
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2.1.4.3 If the system is web/cloud-based, describe any browser or application
requirements including: supported browsers and minimum versions, dependencies on Flash
or other third-party software. Please note any browser specific limitations to the functionality
provided by the Solution.

2.1.5 Provide details regarding Vendor needs and expectations for remote access to
systems and open ports required for communication and data exchange between system
components. **

2.1.6 Describe Vendor process for testing and releasing software updates, and providing for
business continuity during major upgrades. Describe expectations of Participating Associate
Member staff to apply upgrades for systems.

2.1.7 Describe the typical frequency of software updates on an annual basis and whether
software updates are required at these intervals or if they are included/or optional. Describe
how Participating Associate Members are notified of new software upgrades and tools
available.

2.2 Performance and Reliability

2.2.1 Describe performance monitoring or other tools/techniques used to ensure consistent
response times and availability of the solution.

2.2.2 Describe Vendor recommended/used database backup, system recovery, and failover
capabilities to minimize the system downtime and risk of data loss.
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2.2.3 State uptime for the system for the past three (3) years. Scheduled maintenance, that
renders the system unavailable for typical usage, should be counted as an outage. Describe
process for maintenance and uptime service level agreement.**

2.2.4 Provide a list of any site-wide outages over the past two years. Include the duration of
the outage and an impact statement listing the services affected.**

2.2.5 Describe any data loss or data corruption that occurred in the past three (3) years.
Identify any customers that experiences lost or compromised data and the source of the
issue.**

2.2.6 Describe Vendor support for disaster recovery of the complete solution in the instance
of data corruption, complete data failure, complete server failure, or complete site failure.
Provide evidence of comprehensive disaster recovery meeting.

2.2.7 Describe how Vendor anticipates and provides for increases in data storage needs,
increasing size and scope of data sets on-line, and increasing number of users. Provide an
overview of how Vendor scales both infrastructure and support personnel to meet necessary
demand.

2.2.8 If onsite installation, the provide all technical documentation including minimum
requirements, database sizing recommendations, and system architecture and installation.
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2.3 Upgrades and Maintenance

2.3.1 Confirm that the system shall be available 24/7, 365 days per year and provide details
related to scheduled maintenance windows and precautions taken to ensure high
availability.**

2.3.2 Clarify whether Vendor will host dedicated, separate production, test and training
environments for Participating Associate Members under this agreement. Participating
Associate Members may request a testing database that is refreshed nightly from production
data, where new releases can be previewed and modifications tested prior to application to
production. A training database should provide a de-identified/scrambled data set for use in
conducting training and developing internal training documents.

2.3.3 Provide details on maintenance service arrangements for the proposed system and
the cost for any alternative available including maintenance contracts and per-call
maintenance cost.

2.4 Data and Interoperability

2.4.1 Participating Associate Members require full access to extract user-generated, system
and usage data. Please describe how Vendor’'s proposed system supports this requirement.

*%

2.4.2 Please specify which platforms Vendor's proposed system integrates with for
authentication/authorization (Active Directory, G-Suite, Google Single Sign On). **
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2.4.3 Provide a list of all Student Information Systems (“SIS”), Financial, and Notification
Systems that Vendor's proposed solution is currently integrated with (Examples: Aeries,
Powerschool, Infinite Campus, Bitech, Business Plus, Schoolloop, SchoolMessenger,
Blackboard). For each, please provide a brief describe the level of integration and how
frequently the system can pull/refresh data from these data sources. For systems that rely on
data FROM the Mobile Device Management System, specify any limitations on the number,
frequency or scope of scheduled extracts that Participating Associate Member agencies can
create and use. **

2.4.4 Describe Vendor’s data integration and loading process, include sample file layouts. **

2.4.5 Describe support for creating custom, scheduled imports and exports.

2.4.6 Describe the capabilities of the Solution to provide bulk imports and exports.

2.5 Security

Yes No (P Commen
ts

2.5.1 Confirm that the Vendor’s information security
policies are documented and available to clients upon
request.**

2.5.2 Confirm that the system prevents users from
accessing information on students that they are not
directly involved with. If the system does not allow for
students to be secured by teacher, grade-level at a
school, and specific school, describe the different
permission levels that the system can enforce.
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253 Confirm that Ed Tech JPA and Associate
Members may review Vendor internal and/or 3 party
security audits.

254 Warrant that Vendor provides background
checks on all employees, and/or that only employees
who have undergone said background checks will have
access to Participating Associate Members’/Districts’
data. **

2.5.5 Confirm that Vendor requires all employees to
sign data handling agreements at hire.

2.5.6 Certify that Vendor employs and will continue to
employ a dedicated CISSP certified security manager,
or the equivalent, in certification to test the system and
run ongoing checks/improvements.

2.5.7 Confirm that Vendor is capable of providing
access limitations based upon Participating Associate
Member roles, and give the site system administrator a
tool to modify access rights at the individual level.
Vendor's system must be configurable to provide
specific user rights and roles and to restrict data access
and administrative oversight to the appropriate
personnel. **

2.5.8 Vendor agrees that, even if the proposed
solution is hosted by Vendor, data housed in the system
remains the sole property of Participating Associate
Member and cannot be used in any way not explicitly
approved by Participating Associate Member.**

2.5.9 Confirm that no third-party shall be given access
to Participating Associate Member data for any reason
without explicit, written authorization from the
Participating Associate Member. Any third party used to
support the system must be identified as a designated
subcontractor in the RFP response. **
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2.5.10 Confirm that Vendor agrees to execute and
abide by all terms in the California Student Data Privacy
Agreement (included in Appendix E of this RFP). **

2.5.11 Indicate if the system can be integrated with platforms for authenticated user
permission assignment. Specify which platforms the system can be integrated with (such as
Active Directory or G-Suite).

2.5.12 Provide a description of Vendor policy regarding storage, retention, and distribution of
data. State Vendor company data non-release policy.

2.5.13 Explain internal Vendor company protocols regarding the handling of client data.

2.5.14 The system shall effectively secure and protect student information. Please describe
the security measures (physical and technological) taken to protect data.
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Part 3 Functionality and Usability

This section should include an in-depth description of the Mobile Device Management System.
The list below indicates minimum requirements that must be addressed by Vendor’s response.
However, it is essential that Vendors respond in a way that demonstrates the full feature set of
the Mobile Device Management System and its usability.

For each requirement, Vendor must indicate whether the feature request or requirement is fully
met in the current, publicly available version of the platform (“Yes”), the feature or requirement is
not available (“No”), the feature or requirement is partially satisfied by functionality available in
the current release or will be available in a planned, upcoming, future release (“P”). If the
feature or requirement is planned for a future date, Vendor must provide the release number
(version) and date. Planned enhancements listed without a scheduled release date will be
evaluated as if the functionality is not available.

Please indicate below which System modules Vendor is proposing. Indicate whether the
module may be licensed individually or whether it must be combined with other modules
provided by Vendor to function properly with full Vendor support. For example, if Vendor offers
a specific part of the solution, but will integrate with third party solutions, Vendor should indicate
that the specific part of the solution requiring third party integration is licensed individually.

Module Included in Individually Package Comments
Proposal Licensed Only (Please list applications
that must be bundled
(YIN) (YIN) (YIN) with purchase if
applicable)

Apple iOS Device
Management

Apple MacOS Device
Management

3.1 Apple iOS Device Management

Yes No [P Comments

3.1.1 Confirm that the Solution offers intuitive
navigation with minimal training needed. **

3.1.2 Confirm that the Solution offers efficient
navigation with minimal clicking required to complete
key tasks. **

117




\K% * EDUCATION TECHNOLOGY
y“% JOINT POWERS AUTHORITY

3.1.3 Confirm that the Solution is capable of inventory
management tracking and reporting of devices.**

3.1.4 Confirm that the Solution has the ability to
produce a User/Device Association Report.**

3.1.5 Confirm that the Solution supports application
usage analytics reports.

3.1.6 Confirm that the Solution provides a report that
shows applications installed by users.

3.1.7 Confirm that the Solution has the ability to track
IP addresses, locations, etc.**

3.1.8 Confirm that the Solution has the ability to
remotely lock and/or wipe an iOS device if lost or stolen.

*%

3.1.9 Confirm that the Solution is capable of configuring
security policies and profiles on-demand.**

3.1.10 Confirm that the Solution can automate
compliance settings and secure access to school
networks. **

3.1.11  Confirm that the Solution can perform bulk
operations by Defined Group. **

3.1.12 Confirm that the Solution offers complete
support of the latest version of iOS/tvOS, which includes
automated setup and configuration profiles. **

3.1.13 Confirm that the Solution supports Apple Push
Notification Service. **

3.1.14  Confirm that the Solution supports Apple
Classroom integration. **

3.1.15 Confirm that the Solution supports Managed app
Distribution. **
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3.1.16 Confirm that the Solution provides full integration
with Apple School Manager for DEP, VPP and Managed
Apple IDs include the ability to link users to roster data
from ASM to devices under the MDM.

3.1.17 Confirm that the Solution supports Self Service
Enroliment. **

3.1.18 Confirm that the Solution supports Participating
Associate Members in pushing iOS/tvOS updates via
the MDM. **

3.1.19 Confirm that the Solution allows for separate
Teacher and Student Policies/Restrictions. **

3.1.20 Confirm that the Solution has role based
permissions to delegate varied administrative rights to
teachers and staff based on predefined groups. **

3.1.21 Confirm that the Solution provides automatic
unattended application install for supervised devices. **

3.1.22 Confirm that the Solution allows use of Apple
Configurator.

3.1.23 Confirm that the Solution allows Participating
Associate Members to assign policies and apps in
mass, to specific groups (ie: grade levels, student
groups, teacher groups and device groups) **

3.1.24  Confirm that the Solution provides single
application lock.

3.1.25 Confirm that the Solution provides notification of
any removals of profile(s), jailbroken or unsupervised
device. **

3.1.26 Confirm that the Solution provides complete
support for use of Apple caching services.

3.1.27 Confirm that the Solution allows for devices to
automatically connect to users via a secure login or QR
code.
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3.1.28 Confirm that the Solution offers deployment
services tailored for each Participating Associate
Member environment.

3.1.29 Confirm that the Solution supports delayed
software updates.

3.1.30 Confirm that the Solution supports customer
facing API.

3.1.31 Confirm that the Solution offers zero day/first
day support of new iOS and tvOS.

3.1.32 Confirm that the Solution provides managed app
distribution assigned to users and/or devices, including
multiple tokens.

3.1.33 Confirm that the Solution offers multiplatform
and OS support (i0S, Android, Chrome OS).

3.1.34 Confirm that the Solution offers scheduled
parent control.

3.1.35 Confirm that the Solution provides a
teacher/classroom interface.

3.1.36 Confirm that the Solution provides rostering via
CSV.

3.1.37 Confirm that the Solution provides support for
Managed Apple IDs for each deployed user.

3.1.38 Confirm that the Solution provides support for
shared iPad deployment including: assigning apps to
multiple carts of shared iPads, multiple home screens,
and separate dates.

3.1.39 Confirm that the Solution has a self-service
portal for user installation of pre-approved apps
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3.1.40 Describe the Solution’s capabilities related to inventory management tracking and
reporting of devices.**

3.1.41 Describe what details can be included and filtering capabilities for the User/Device
Association Report. Include a sample report(s). **

3.1.42 Describe what details can be included and filtering capabilities for the application
usage analytics reports. Include a sample report(s).

3.1.43 Describe what details can be included and filtering capabilities for the “applications
installed by users” reports. Include a sample report(s).

3.1.44 Describe the scheduled parent control, including how parents would access and
manage the feature, and how a parent would manage/restrict Student activity. Include
sample screenshots. Describe any sample reporting available to parents through this feature.

3.1.45 Describe the teacher/classroom interface. Be specific about the number of devices
that a teacher can view at a time, different display options, screen refresh rate for student
devices visible on the teacher interface, and navigation/menu options available from the
portal, please include screenshots. Describe any sample reporting available to teachers
through this feature.

3.1.46 Describe how separate Teacher and Student Policies /Restrictions (ie: for pushing out
updates, etc.) are managed by the Participating Associate Member, and how updated can be
pushed out differently for different groups. **
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3.1.47 Describe any limitations to the number of groups, or limitations when creating groups,
for specific groups that are assigned different policies and apps in mass (ie: grade levels,
student groups, teacher groups or device groups). **

3.1.48 Describe the notification process for any removals of profile(s), jailbroken or
unsupervised devices. **

3.1.49 Describe factors that may affect the deployment services tailored for each
Participating Associate Member environment (Participating Associate Members will want an
idea prior to contacting Vendor for an implementation plan).

3.1.50 Describe zero day/first day support for new iOS and tvOS.

3.1.51 Describe all platforms and OS supported by the Solution (iOS, Android, Chrome OS).

3.1.52 Describe the process to set up rostering via CSV.

3.1.53 Describe deployment services tailored for this environment, including integration
services with Active Directory, LDAP, Student Information
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3.1.54 Please describe any functionality available as part of the core/proposed solution or as
an optional solution that is included in the proposed cost for the Solution to the Participating
Associate Member.

3.1.55 Please describe any functionality available as part of the core/proposed solution or as
an optional solution that is available for purchase at an additional cost to the Participating
Associate Member. Please also provide a brief description of planned development that may
be of benefit to Participating Associate Members.

3.1.56 Please also provide a brief description of planned future development that may be
beneficial to Participating Associate Members.

3.1.57 Describe how solution integrates the Student Information System (SIS) into Apple
School Manager (ASM) and support for Device Enroliment Program (DEP), Including the
ability to link users and Apple IDs to roster data from Apple School Manager to devices under
the MDM. List all supported SIS in the comments section.

3.1.58 Describe the scheduled parent control, including how parents would access and
manage the feature, and how a parent would manage/restrict Student activity. Include
sample screenshots. Describe any sample reporting available to parents through this feature.

3.1.59 Please describe the enroliment process for new and existing devices, including
devices currently enrolled in another MDM.**
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3.1.60 Please describe the functionality and process for publishing to the self-service portal
and user requests and installation of pre-approved apps.

3.1.61 Please describe whether the solution can wipe devices remotely or lock them remotely
and describe the process.*™

3.2 Apple MacOS Device Management

Yes No [P Comments

3.2.1 Confirm that the solution offers intuitive
navigation with minimal training needed. **

3.2.2 Confirm that the solution offers efficient
navigation with minimal clicking required to complete
key tasks. **

3.2.3 Confirm that the Solution is capable of inventory
management tracking and reporting of devices.**

3.24 Confirm that the Solution has the ability to
produce a User/Device Association Report.**

3.2.5 Confirm that the Solution supports application
usage analytics reports.

3.2.6 Confirm that the Solution provides a report that
shows applications installed by users.

3.2.7 Confirm that the Solution has the ability to track
IP addresses, locations, etc.**

3.2.8 Confirm that the Solution has the ability to
remotely lock and wipe a Mac device if lost or stolen.**

3.2.9 Confirm that the Solution is capable of configuring
security policies and profiles on-demand.**
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3.2.10 Confirm that the Solution can automate
compliance settings and secure access to school
networks. **

3.2.11 Confirm that the Solution can perform bulk
operations by Defined Group. **

3.2.12 Confirm that the Solution offers complete
support of the latest version of MacOS, which includes
automated setup and configuration profiles. **

3.2.13 Confirm that the Solution supports Apple Push
Notification Service. **

3.2.14  Confirm that the Solution supports Apple
Classroom Integration.

3.2.15 Confirm that the Solution supports Managed app
Distribution. **

3.2.16 Confirm that the Solution provides full integration
with Apple School Manager support for Device
Enroliment Program (DEP). **

3.2.17 Confirm that the Solution supports Self Service
Enrollment. **

3.2.18 Confirm that the Solution supports Participating
Associate Members in pushing MacOS updates via the
MDM. **

3.2.19 Confirm that the Solution allows for separate
Teacher and Student Policies/Restrictions. **

3.2.20 Confirm that the Solution has role based
permissions to delegate varied administrative rights to
teachers and staff based on predefined groups. **

3.2.21 Confirm that the Solution provides automatic
unattended application install. **
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3.2.22 Confirm that the Solution allows Participating
Associate Members to assign policies and apps in
mass, to specific groups (ie: grade levels, student
groups, teacher groups and device groups) **

3.2.23 Confirm that the Solution provides single
application lock.

3.2.24 Confirm that the Solution provides notification of
any removals of profile(s), or unsupervised device. **

3.2.25 Confirm that the Solution provides complete
support for use of Apple caching services.

3.2.26 Confirm that the Solution runs user created
scripts on Macs like AppleScript, JavaScript, Shalle
Bash or Python. **

3.2.27 Confirm that the Solution offers support to run
and install packages .PKGs and .DMGs (disk images).

*%

3.2.28 Confirm that the Solution supports policies to
install software, printers and manage local user
accounts. **

3.2.29 Confirm that the Solution allows for devices to
automatically connect to users via a secure login or QR
code.

3.2.30 Confirm that the Solution offers deployment
services tailored for each Participating Associate
Member environment.

3.2.31 Confirm that the Solution supports delayed
software updates.

3.2.32 Confirm that the Solution supports customer
facing API.

3.2.33 Confirm that the Solution offers zero day/first
day support of new MacOS.
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3.2.34 Confirm that the Solution provides managed app
distribution, including multiple tokens.

3.2.35 Confirm that the Solution offers multiplatform
and OS support Windows or Linux operating systems).

3.2.36 Confirm that the Solution offers scheduled
parent control.

3.2.37 Confirm that the Solution provides a
teacher/classroom interface.

3.2.38 Confirm that the Solution provides rostering via
CSv.

3.2.39 Confirm that the Solution has the ability to create
PKGs for installation.

3.2.40 Confirm that the Solution offers local user
account creation upon enrollment and user assignment
in the MDM.

3.241 Confirm the Solution supports patch
management for 3rd party applications.

3.2.42 Confirm that the Solution has a self-service
portal for user installation of pre-approved apps,
packages, and policies.

3.2.43 Describe the Solution’s capabilities related to inventory management tracking and
reporting of devices.**

3.2.44 Describe what details can be included and filtering capabilities for the User/Device
Association Report. Include a sample report(s). **
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